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Abstract of JP8263575 
PURPOSE: To enable an outside observer to 
verify whether or not an election is carried out 
actually correctly by sequentially processing 
ciphered messages from senders at a mixing 
center and outputting a group of messages which 
are ciphered in random order wherein they can 
not be traced finally. 

CONSTITUTION: Voters vote through senders 
10(1), 10(2)... equipped with arithmetic means, 
suitably, personal computers. Similarly, 
respective mixing centers 11(1), 11(2)... are 
equipped with arithmetic means, suitably, 
personal computer, work stations, etc. Then the 
senders 10(1), 10(2)... report voter's ciphered 
messages firstly to an electronic bulletin board 12 
or other openly usable message means. A center 
11(i) processes respective messages reported by 
a preceeding center 1 1 (i-1 ) and makes the 
results in shuffled order. This is carried out until 
the final center 11(n) makes the totalization result 
of the voting open to the public. 
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1 

(a) -k>ys, , s* , s. *«ti;s+-»^- 

(b) &-t>?Si ifi. &B3tt*B*fc*yfc-S?fc 

(c) ^l©5^-»^--b>^Ci *», frfe>^Si 
#©3 • 1r>*fcJ:SBffl©&»fc&HT** 

(d) &S + -»^--fe>^C 2 ~C-i 

(e) Si^OS*-»^--fe>3'C. lW<DS*-» 

(f) #3*5">if *©»B©iESttfttt 

(g) • f-xyXIfi, (KglcjfcUT, 

[B*£2] B**lE«©B**yfe->?fia&2rtt 
fc*t»T. frEXxyX (c) , (d) , (e) 

(h) • t>^l:»S»Si^57ry^ 
t. 

(i) OtfBflatf. *5*5/>^'-fe>^©»«Rftffl 

IB*B3] B*« 2 E«©B«* 
C*V»T. BES*}^ •■fe>*©B«Xxy:/tt. 
7WJXAp r o v e -DECRYPT©*??^ 

«», B*^yfe-5»easm 

IB*B4] B**3E«©B**vfe-5>fia#tt 
Kfc^T. METJl^UXAp r ove-DECRYP 

t»*JB53 «[*JB2E«©B'6/yfe-5?ffiai*«S 
ICfcHT. iatBIEWT.x-y^i, Fiat— Shami 
rftft*8r*ttft^tr, B«^yfe-5?fiaSi*a. 

tB*B6] B**2E«©B**v-fc-5>fc»J!F8 

( j ) ^7t-yS-Hy7W5Xf5'^Se fc£ 
ST. B**vfe-5>fi»#te. 

tB#B7] B*B6EB©B**yfe-5>fia»tt 

CfcHT. »EB9f*7-y:/tt. 7JWUXAprov 
e-SHUFFLE©£fr*£tr. B^^y-fe-^e^l 



(2) #M¥8-263575 

2 

m 

[B$B8] B*BlEB©B**vfe-5>fi»j5F8s 
C*V»T. if2^fy^ (c) , (d) , (e) tt, * 
S*t-?t , /t5»7JW57f jry*S6 fc#tf. B* 

[»*JH9] B«B8E«fl!)E*>yfe-5?fi3i*tt 
fc*V»T. «&©$*-»? «tBX«aA 
LfcBfc, #5*S/>£f BEB**ffllr»T 
7;L-zf'JXAp r ove-DECRYPT&S&frU X 
10 f-y? (d) &J;tf (e) 

[f*5l0] B*B8E«©B**vfe-S>fiSI# 
ttfc*V»T. #5*->>^ ft 
B©S*'»^"fc>^C. *»B**B»UfcBfc» § 
5 *S/>if -£-©6»®«:fc«fctf«fEa8*£ 
ffl^TBE«B««ffU Xt'^ (d) *J;tf-<e) 
.^jIT B**y-fe--5>fio8#flu 

[»*Jg 1 1 ] StjfcSt 8 E«©B£* y -fe-3?es$ 
SC*»>T. MEtEWXxyXte. TJWJXApro 
a? v e-SHUFFLE©HfT-f£C:<!:S:-£tr, B^fi^v 

[B$8 1 2 ] B*B 1 1 E«©B£ * v - t- 5>fi2 
j&BfcfeVVC. WEIEBjXxyXt, F i a t - Sh a 

mi rtfeftaflrracts^tt, B*^yfe-s?fiaar 
& 

W*fll3] B**8E«©B**'yfe-S?fi3&# 
tfefc*V»T. WE'KW^fy^i:. F i a t-Sh am 
i rfeSSffl-r-SCt^^tJ. B«*9-fe-?eS# 
fc. 

50 [B£B 1 4 ] B«B 1 E«©B£ * s/ -fe-5?fiaS38F 
&C*fr>T. MEEWXxyXC, Fiat-Sham 

ft. 

[B*B 1 5] B$B 1 E«©B£;* yir-v'fcaTj 
&E£t>T. IIBZfy^ (b) #-ir>ys k tt, 
*©B*<tj*v*-y**B«fcH»fc4Hrr*i:fc* 

B**5rt?-5>fias#&. 

[B^tB 1 6] B*B 1 E«©B£;* yfe-?ea# 
tt(C*V>T. XfvT' (b) T, #-fe>ys k tt. ME 
40 |gl©S*-»y --fe^Ci ©B*fflV»T«HWfc/y 

k ©g^S^ty. B*^yfe-yeaS36?& 

mim 1 7 ] w^js i eb©b£* v ■t-s'fias* 

fttt^T, Xt^ (b) Tf. #-b>ys k tt«H»fl; 
l©5*->>;y •■fe>^Ci 4mHHHb^9-b-^ftS 

[B*B 1 8] B^B 1 Gtt©B«^ yfe-5»eabEr 
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(3) 

3 

9] M*B1 8E«©H**yfe-5>eai 
^StciJV^T. .BE-fe>*M;. UW#T*t). ME*v 

[«*«2 0] M&B1 9B«©H**yfe-5>fia& . 
35fBK43V»T. (UE*»5**»^"fe>3'C. ©ME 

T, 

B»©-fc>^Si , S 2 , -. Si tft«jt, &-t>? 
«ft©5 + 5/>y--fe>^Ci , C 2 , C. £ffi 

^io5+v>^--b>3'Ci «, ME&ft&Av* 

*©s*-»^--t: 
* ft a ©fc * t~ weis^s tcaai t , a&© 5 * » ^ 

Bicajau 

0fflS©iE3tt*K9IU *O^W-7*ilC«««t: 30 

aarrs^at. 

a» $ *lfc ;* y -fe— 6 Hfr©IE L S £&SEt 5 f- * 
>*;P • ^xy*gMS:i*a*.«B*.* vfe-5>fiBB 

So 

mim 2 2 ] b$b 2 1 ebobs * * -t- yea 

BBCfettT. *S*-»^"fe>^KHaiU *srfe 
-v©^a©fc»lCtfIfB#5^>'>^ • -fc>*a»fMMI 
fc«»-r*»*B«8*R*;&6lcBA.*. B**?rfe 

-seesaw. 

[»*JB2 3] »*«2 2S«©B«^y-fe-^ea 40 
BBC*V»T, MES -fe>^tt. T^rf'JX 

Ap r o v e - DECRYPT^SIfT-r-S^tlCi-p 
T, *vfe-5>*fflsr*, E*^yfe-5?fia88B. 

t»**2 4] »*JB2 3|B«©B*^f-fe-^ea 

^Rtt, TJl^UXAprove-DECRYPTfcH 
fffS, Bfc^vte-^fiaBB. 

ia*«2 5] B*«2 4iB«c!)B*/yt-yea 

tt. *t©^?t-J>t»L7WJXAp rove- 50 



#B¥8-2 6 3 5 7 5 

DECRY PTSrHfTTS, B** vfe-$>&aBR. 
MSB 2 6] S*«2 1 E«©B£* ?t-J>fia 
BBfcfc^T. ffiES*y>^ • *?-fe-5> 

B*^yb-yfiaBB. 
[B$B 2 7 ] M$£ 2 6 EB©B** vfc-5?fia 
KBfcfc^T, fNB3*3'>£r 7;Vrf'JX 
Ap r o v e-SHUFFLE<&HfT-r-5^tlrJ;-3T 

jiyfe-^taa-rs, B**vfe-5>e»BB. 

[B^B2 8] B#B2 6EB©B**v-fc-5>fia 
mmiz&UX, bfcBE* 
#R«, 7WJXAprove-SHUFFLES^ 

ff-rs, B*^yfe-5?fiaBB. 

[»*Jfi2 9] «*B2 lE«OB*^yt-5?fia 

&> ItGBvBlcBBnBlCBMrrfi. B**vfe-5> 
ea£cB. 

[M*B3 0] «*B2 2EBOB*^yt-S?ea 
Bfilc*v»T, §-b>ys k tt. H(rESfSl©S*-»^ 

■■fc>*Ci ©BBft«B«B^T«*ft*y-fc--5?* 
BBU ME«4»fl:*vfe-5>tt, &-fc>ys k ©W£ 
frMt, B**vfc-5>fi»BB. 

tfM3 1] M«B 2 1 E«©B* * yfe- xfca 
BfifcfcV^T, #-ir>y«. »*fls*yfe-5>fc«B . 
U :o(HWb^yt-J>tt, MESgl ©5 

$ns, B**yfe-5?BaBB. 
[»*JB3 2] B*B2 lE«©B*^5/-fc~5?ea 
»Bfc*V»T, WE^l©5*-»^--fe>^Ci tt, 

«it3o^yfe-5?*jaa-r*. B«*?'fc-?ea£S 

B. 

t»*«3 3] B«B3 2E«OB*^yfe-^fia 
BfiC*t»T, S5Eir>^«, Slg#T*f3, WE/y 
•fe-yHaB»tP*«, B*^yfe-5?fiiSBB. 

ttt*«3 4] ««B3 3E«OB*^yfc-5?fia8 
Bfilc^^T, i(Ei!Sm[iiasijg*$#-r5, B*^y 
■fc-^fiBBB. 

mwommis.®.®] 

[0 0 0 1] 

IBBOB-r*ftlS»Bl CO«Btt, B*^yfe-5? 
eatcM «E*B?SB©fc«)©BB«*ffi 
**l»BfcB-r*"bOT»*. 

[0 0 0 2] 

(mul t i-party) th»©Bt>BS^ffl© 
lot**. c©BES«?tt«lc:3t»T*< 

k»rnc*v>T | b. s*«:B*BrtB*snTv>av». 
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(4) 

5 

[0 0 0 3) ^fcOgftS-fe+aUx-CftttSrW-fa, 
ItHRWItftoTSfc. 

[0 0 0 4] fl&*9 h (M i x-n e t) B£?*7 
*;H4. ^"Untraceable Electr 
onic Mail, Return Address, 10 
and Digital Pseudonyms" in 
Communication of the AC 
M. ACM, 1981, pp. 84~88ltD. Cha 

u mitj:^ T«sitti*an&. m>x, t©a#&*fi 
tts^T£<©&ig#5£^fg$nT^£. 

A. Fu j i ok aettiOXK "A Practic 
al Secret Voting Scheme f 
or LargeScale Elections", 
in Advances in Cryptology 
-Auscrypt' 9 2, 1 9 9 2, pp. 244~ 20 

2 5 1 It. C. P a r k 6lt<k OXjtK "A 1 1/ 
Nothing Election Scheme a 
nd Anonymous Channel" in A 
dvances in Cryptology, Eur 
ocrypt' 9 3, 1 9 9 3, pp. 2 4 8~259 

it«eanxv»-5. 

[0005] £ns©#att3Ms»Tr**a*. #©<k5 
frx&ifitoz. Tfcfrs, tns©>&j£©5£©ftt>ffi 

#ftfc©l4. «*^*S!ftS?#lt,fc.58£J|i&S£Krlkl/ 
§rr*t£#T#ftV>t£T*£. *&. S#&lt. & 

£Ts«tt£A-5 :ii:65. 9*. fl.g&©*7tf-A 

ftH. 3 Sit, B. Pf i tzmann lt<k£>;5ti)t "B 
reaking an efficient anon 
ymous channel" in Eurocryp 
t' 94 Proceedings, 1 9 9 4, pp. 

3 3 9~3 4 8ltE«Sn'T^-S«t5lt, VKt)*»OE 

[0 0 0 6] n©»W©*3Rfc«fcftl4\ fl.$:*7if-yN- 
*<. S*^*ISItIEL<fT^nfc^S^^IiE-r5ti: 

S*©abSS:P«ltcfc?)S*»5S©*5^n 

ftut. a*©«f«5Mi*iiT>b*fflr4iit*»T* 

£. $e>lt, t©3S$l4. B. Pf i tzman 

mti-3 rmnz n&&« zmf % © it&a^. 

[00 0 7] 

[89§©fS£] B-TXf-f^-i/a^C^SC^y 
■fe--7#. #8©S*v>^--fe>*£*rc&&lt£j§ 50 
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6 

ft*. t©80J!l4. -fclt. £jE««?&KtfJ:9-tt 
Wft*MO*»»ft*fflTf**B*^ yt-5?©fiabEr 

[0 0 0 8] t©#5£-Cl4. ■fe>^*>6©UHWfc^yfe 
—714, S*->7^ • -fe>^ltJ;oT)i*6<)ltffia$n 
5. *»»lttt5+"»^--t>^*t7>^A1?ii»T 

*ft^BffT»t<MisanTi»ftv^ yfe-5?©a*ta* 
r*. -fftto-fe, B*?Y>*;ncfflv»6n&flnjtt, 
ft-t>^r«a»n. s^wittta^sn*. ±<4i^uw 

5*v>^ • -fe>^ i 14, 5 • -fe 1 -1 

(i = l©^lt!4-fe>y) lt±oT&MSn56*-.y 

[0 0 0 9] 3^fflXf7^0W. 
•b>^ i ItitjTffton*. ill ©7.x-;/ 7*14. 
^yt-^©B^IS**aH"r4. Sg2©X^-;/7l4. 
fttt^tS*«B«lb, ->+y7;i/L&JBffT&Hrr*. 

^3©x^>>yi4, s.??~s>ir '•t>*t>mite&um 

2©*T-y7*£lEL<*fTLfci:£SSE9rrs. £K 
"How to Prove Yourself: P 
ractical Solutions to ide 
ntification and signature 

problems" in Advances in 
C r y p t o 1 o gy-C r y p t o' 8 6, Spri 
nger-Verlag, 1 9 8 6, pp. 186~1 
9 9fcftB&!lTfr>ftF i a t-Shami rj*«Jflt» 
T. ±|B^;W-7ft»SfPJ8©ft^J:5K"r*Jlt««T 

[ooio] 3-3©X'rv:/©ffia*«i**>ofcfke. fU 
nJtett*na-r2.t©^}iit^bTi4. *y-fe— 7it5E 

[0 0 1 13 t©fg$l4. #ft©7\>U-7£lt3 

©7;i/-7lti|S-&-t*attlt<koT. ^-7Stfi£ 
U fiSU ?xy*-r*©lC&»fta«*J;lflR*© 

[0 0 12] t©%^!4, HBft#«L;fcaT©IMI§fc 
[0 0 13] 

[89!©f?Jg©J&!g] Z©WJI|©B«*y-te-5>fiaWF 
Hl*^tfB2*#JHLTBWl-r*. t©#5£lt 
<kn«, -t>y (sender) 10 (1) , 10 

(2) , 10 (3) -10 (1) *>5©B&^fl:^y-fe- 
-714. 5*-»^--fe>*l 1 (1) , 1 1 (2) , 1 
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8 



i (3) -li (n) \z&oTmxmz®m2tiz>. Z. 
n«, «£©s 7>^-x?ji^T 

s*-»y scsm Vfm\z\tK-vi-)v 

fcrTS. (i) iM©5*-> 

>^-t>^ll (i-1) (i = -fe> 

*|©5*-»^--fe>*l 1 (n) S^©*fl-*£* 

s&ht* *i?ff ton*. no*ic©*fiSKwu& 

*«. t* © «fc 5 Jc b T * y -b- vmtf-fe > # <fc o TfMD 
ICBt^fls$n-5*\ fc<ktf£©«fc 5 KbTS 
t>^ll (i) *»ft^yfe-5?ft«ia-r*0**» & 

[0014] iftucwMR-rsx^^x^. -f 

fc*fbT, 04:3 
[0 0 15] 



J0 



* [»1] 

P=kq+1 

Sr. mod p©£fifc7c£:U g£> 
[0 0 16] 
»2] 

g~ <g' ) k mo d p 

&3*-»:?--fe>*l 1 (i) 14, 
[0 0 17] 
[S3] 



g mo d p 



(G 



1 



ft. S*-»y-t^ll (1) £J:*4fcffl0;fcaK: 

[0 0 19] ttM*lB#fc"r*fc»C, 5+->>^--fe 
->+y7;k tE^©3 0©XT-^7Sr. £ 
©JUTCiK^-f-S. b^U HfTtt< ^B7f7^ 
r b C ©KI^TfTto* < T «fc n. 

[0 0 2 0] A# (G. , Mi ) fc&ET, 3*v>^ 
••fe>*ll(i) (i = 1, n- 1) tt, 
ASr, ft£»£b (£*y-fe-y*HC*tb»}£fc) , s 
ffittxi ftffl^T. *©«. 

[0 0 2 1] 

[»5] 



20 Z>fcSb\Z, wi &fftyi+i yi,2 --yo ftS*b, w» = 

[0018] 
»4] 

Cg mod p, (w fl ) 0 • m mod p) 

= G. • g mod p 



itl 



30 



tr. 



mod p 



H 



itl 



itl 



mo d p 



w. /H 1+J mod 



-V 



tr. 



40 



Mi 

Mi -n 



• m mo d p 

) Kttfc-r* (h, + i ) z^m 



50 



tWH. (G, 
"^"*o fit (Gi + i 
Tv-Y^7;V$nfc*i:» S + ^-t^l 1 (i 
+ 1) IC<fc£&tf©&i5tC&M$nS. 
[0 0 2 2] S*v>:? • 11 <i) 14. A* 

(Gi , g, yi , Hi*i ) (C&bT, prove-D 
ECRYPT7^UXAft*ff-r*. 7JWJXAp 
rove-DECRYPTOEM, KTfcwSn*. 
JI©7;i^'JXA©^m4, S + y>^-t>^ll 
(i) tfHi., €EL<4j«bfctt*IEWr*. * 
IC. 5*->>^--fe>^l 1 (i) «, prove-S 
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HUFFLE7JVrruXA£*fT-r-5. 7)U:*'JXAp 
rove-SHUFFLE©E»t fiATIC^SttSo 

< y 7;HXc d t £fE9rt-B. 
[0 0 2 3] 5+y>^-t^ll (n) tt, 
[0024] 
[86] 

x 

m=M„ /G mod p 
n n 

^ff-r-SdtlCfcoT, All (Go , M. ) m 

[0 0 2 5] S.*~»>f'*>91 1 (n) 

XiJ (G. , g ( y. , Mo /m) fc*fL7JP:f JXA 
p rove— DECRYPT SHrrTS. 

[0 0 2 6] 7WJXAprove-DECRYPT 
*5<J;tfp r o v e -SHUFFLEfroViTSiWr-S). 
Hft&TJWJXAtt. X;k-A* (p rover) 
tf^U7 7-T7 (verifier) ©ftffr^e&S. 

>xa • K-3>*fcttasft:Ay^3.H*oai*fr 

[0 0 2 7] 7JPX'JXAp r o ve -DECRYPT 
£l&njrr-5fc8D»c. XDhnJHDjglT.T-yXfc, £TF 
fc*RTS. SfflcOXxyXtt, -^^ttfcGKttLT 
«^£HfrU H = G' mod X;l~ 
7« v (G, g, y=g" mod p, H) rt^A^tt 

fc^fic. H*^©<t3{rG^e.^$nfce:t^tT 
7A-r/UXA« < ^©ti3tlT&-5>. prove 
-DECRYPT 

i. x;u-a*«. -®t,Z> 

[0 0 2 8] 
[»7] 

y ' = g mod p 
G' =G r mod p 

XlU-Att. (y' , G' ) ta*. 
[0 0 2 9] 2a. i$l/2T, ^1177-1 7{i> X 

y' *<tc;G' *t r t^jf u^utsfi-^n. 

[0 0 3 0] 2b. ffi$l/2-?, ^U77-f7«, X 

-T7fi, 
[0 0 3 1] 
[»8] 



10 



y' -g • y mod p and 
G' =H • G r mod p 

7;^UXA©»7 

7WJXAP r o ve-SHUFFLE^iKBJ-r-Sfc 
sb\z. Xnh3jK0»2flDXxyXS. «Tfc*R-r 
5. 

JO [0 0 3 2] £&g, w&£Zf 
[0 0 3 3] 
[»9] 

(1) 



A = 



I 



2? [0 0 3 4] 
[R10] 



B = 



■»<0 ' 



mod p 



r' 



XOGT*t), a. < 2 > «M/HT&-5. X^-7«, 
(A, B, g, w) tf$Z.e>tltzm\Z. B\tAfrt>Z\<D 
30 £5\ZLT£.fiL2niiZ.tZ7KLT^Z. 7JP=f'JXA 
ti. ^Ot*50T?*5. p r o ve-SHUFFLE 

i. x^-nta, -mz, 

[0 0 3 5] 
[fSU 1] 

t e Z 7>XAg»A£«tf 



a 



A(l) 



(i) . g * (i> 
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L Title of Invention 

Secure Anonymous Message Transfer and Voting Scheme 

2. Claims 

L. A method of secure anonymous message transfer from a plurality of senders 
by use of a plurality of mixing centers comprising the steps of: 

(a) choosing coustants which are posted for senders 5i,5 2> - ■ • ,5/ 
and mixing centers, Ci, C*, — , C n ; 

(b) each sender S* constructing an encrypted message which is posted; 

(c) a first mixing center C x processing the posted messages from each 
sender Sk which processed messages are then posted for use by 
the next center; 

(d) each mixing center C 2 through C n - X sequentially processing the 
processed messages from the previous center,, which sequentially 
processed messages are then posted for use by the next center; 

(e) the last mixing center C n processing messages from the previous 
center G n -\ and posting the result; 

(f ) each mixing center proving the validity of its processing, which 
proof is posted; and 

(g) channel checker verifying correctness of the execution from posted 
messages when necessary. 
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2. A method of secure anonymous message transfer as set forth in claim 1, where 
steps (c),(d) and (e) further comprises; 

(h) providing each mixing center with a secret key; and 

(i) said processing including using the secret key of a respective 
mixing center. 

3. A method of secure auonymous message transfer as set forth in claim 2, where 
said proviug comprises executing algorithm prove-DECRYPT. 



4. A method of secure anonymous message transfer as set forth in claim 3, where 
said executing algorithm prove-DECRYPT is executed for multiple messages 
together. 



5. A method of secure anonymous message transfer as set forth in claim 2, where 
said proving comprises applying the Fiat-Shamir method. 



6. A method of secure anonymous message transfer as set forth in claim 2, fur 
ther comprising (j) shuffling the messages. 



7, A method of secure anonymous message transfer as set forth in claim & , where 
said proving further comprises executing algorithm prove -SHUFFLE. 
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8. A method of secure anonymous message transfer as set forth in claim 1, where 
steps (c), (d), and (e) further comprises shuffling the messages. 



9. A method of secure anonymous message transfer as set forth in claim 8, where 
after the last mixing center C n posts the result, each mixing center executes 
algorithm prove-DECRYPT using the result. 

10. A method of secure anonymous message transfer as set forth in claim 8, fur- 
ther comprising providing each mixing center with a secret key atid where 
after the last mixing center C„ posts the result, each mixing center performs 
said processing using its respective secret key and the result. 



1 1 . A method of secure anonymous message transfer as set forth in claim 8, where 
said proving comprises executing algorithm prove-SHUFFLE. 



12. A method of secure anonymous message transfer as set forth in claim 11, 
where said proving comprises applying the Fiat-Shamir method. 



13. A method of secure anonymous message transfer as set forth in claim 8, where 
said proving comprises applying the Fiat-Shamir method. 



14. A method of secure anonymous message transfer as set forth in claim 1, where 
said proving comprises applying the Fiat-Shamir method. 
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15. A method of secure anonymous message transfer as set forth in claim 1, 
where in step (b) each sender S\ posts its encrypted message substantially 
simultaneously. 



16. A method of secure anonymous message transfer as set forth in claim 1, where 
in step (b) each sender Sk constructs its encrypted message using a key of 
said first mixing center Cy and said encrypted message includes a signature 
of a respective sender 5*. 

17. A method of secure anonymous message transfer as set forth in claim 1, where 
in step (b) each sender S* constructs an encrypted message which is publicly 
revealed after said first mixing center receives a respective encrypted mes- 
sage. 



18. A method of secure anonymous message transfer as set forth in claim 1, said 
first mixing center C\ processing only legitimate messages and processing 
only one message from each sender. 



19. A method of secure anonymous message transfer as set forth in claim 18, 
where said senders are voters and said messages are votes. 



20. A method of secure anonymous message transfer as set forth in claim 19, 
where said processing of said last mixing center C n comprises computing a 
tally. 
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21. An apparatus for secure anonymous message transfer comprising: 
a bulletin board having constants; 

a plurality of senders, S u Si, each sender S k constructing 

an encrypted message usiug the constants and posting said en- 
crypted message to said bulletin board; 

a plurality of mixing centers, Ci, C a , C„, a first mixing cen- 
ter Ci processing the posted messages from each sender using 
the constants and posting a processed message to said bulletin 
board for use by the next mixing center, each mixing center C 2 
through C n -i sequentially processing the processed message from 
the previous mixing center using the constants and posting a fur- 
ther processed message to said bulletin board for use by the next 
mixing center, the last mixing center C n processing messages 
from the previous center C n _i using the constants and posting 
the result on said bulletin board; 

means associated with each respective mixing center for proving the 
validity of the processing of the respective mixing center, which 
proof is posted on said bulletin board; and 

channel checking means for verifying the correctness of execution 
from posted messages. 

22. An apparatus for anonymous message transfer as set forth in claim 21, further 
comprising secret key means associated with each respective mixing center 
for providing a secret key to said respective mixing center for processing mes- 
sages. 
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23. An apparatus for anonymous message transfer as set forth in claim 22, where 
said mixing center processes messages by executing algorithm prove-DECRYPT. 

24. An apparatus for anonymous message transfer as set forth in claim 23, where 
each said means associated with each respective mixing center executes al- 
gorithm prove-DECRYPT. 



25. An apparatus for anonymous message transfer as set forth in claim 24, where 
each means associated with each respective mixing center executes algorithm 
prove-DECRYPT for multiple messages. 



26. An apparatus for anonymous message transfer as set forth in claim 21, where 
said mixing center processes messages by shuffling messages. 



27. An apparatus for anonymous message transfer as set forth in claim 26, where 
said mixing centers process messages by executing algorithm prove-SHUFFLE. 



28. An apparatus for anonymous message transfer as set forth in claim 26, where 
each said means associated with each respective mixing center executes al- 
gorithm prove-SHUFFLE. 
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29. An apparatus for anonymous message transfer as set forth in claim 21, where 
each sender S* posts its encrypted message to said bulletin board substan- 
tially simultaneously. 



30. An apparatus for anonymous message transfer as set forth in claim 22, where 
each sender Sk constructs its encrypted message using said secret key of said 
first mixing center Ci and including a signature of the respective sender $ k . 

31. An apparatus for anonymous message transfer as set forth in claim 21, where 
each sender constructs an encrypted message which is publicly revealed after 
said first mixing center C\ receives a respective encrypted message. 



32. An apparatus for anonymous message transfer as set forth in claim 21, said 
first mixing center Ci processing only legitimate messages and processing 
only one message from each sender. 



33. An apparatus for anonymous message-transfer as set forth in claim 32, where 
said senders are voters and said messages are votes. 



34. An apparatus for anonymous message transfer as set forth in claim 33, where 
said result comprises a tally. 
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3. Detailed Description of Invention 



Field of Invention 

The present invention relates to secure anonymous message transfer and specifi- 
cally, to number-theoretic methods and apparatus for secure electronic voting. 

Background of the Invention 

Secure electronic voting is one of the most important applications of secure multi- 
party computation. Yet despite extensive work on this subject, no complete so- 
lution has been found in either the theoretical or practical domains. Even the 
general solutions to secure multi-party protocols fail to exhibit all of the desired 
security properties of elections. 

A number of more practical voting protocols have been proposed, with widely 
differing security properties. Schemes based on anonymous channels/mixers have 
become very popular due to their superior efficiency and the arbitrary nature of 
the votes that are allowed. 

Mix-net anonymous channels were first proposed by D. Chaura in an article en- 
titled "Untraceable Electronic Mail, Return Address, and Digital Pseudonyms" 
in Communication of the ACM, ACM, 1981, pp 84 to 88. Subsequently, many 
voting schemes have been proposed based on this basic technique as in an article 
by A. Fujioka et al, entitled "A Practical Secret Voting Scheme for Large Scale 
Elections," in Advances in Cryptology - Auscrypt '92, 1992, pp. 244 to 251, and 
in an article by C. Park et al, entitled "All/Nothing Election Scheme and Anony- 
mous Channel" in Advances in Cryptology, Eurocrypt '93, 1993, pp. 248 to 259. 

These schemes are efficient, but have the following shortcomings. The simplest 
of these schemes does not allow a voter to securely protest the omission of a vote 
without allowing a malicious voter to block the election. After the election, each 
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voter is typically responsible for checking that their vote was correctly tallied. 
There is usually no way for an outside observer to later verify that the electiou 
was properly performed. Furthermore, some anonymous channels are vulnerable 
to an attack as described in an article by B. Pfitzmann entitled "Breaking an 
efficient anonymous channel" in Eurocrypt '94 Proceedings, 1994, pp. 339 to 348. 

In accordance with the teachings of the present invention, a secure anonymous 
channel and a voting scheme are described in which an outside observer can verify 
that the election was indeed performed correctly. Therefore omission of a vote 
can be detected by anyone, without fear of a malicious voter blocking the elec- 
tion. Furthermore, the present invention also helps thwart an attack proposed by 
B. Pfitzmann, supra. 

Summary of the Invention 

A secure anonymous channel is described where multiple messages to a same 
destination are tranferred securely though multiple mixing centers. If the mes- 
sages to be sent are votes where the destination is a vote-counting center and the 
first mixing center accepts messages of valid voters, then this scheme becomes a 
secure voting scheme. The present invention generally refers to an anonymous 
message transfer scheme where secure electronic voting is a practical application 
of the more general invention. 

In the scheme, encrypted messages from the senders are successively processed by 
the mixing centers until the last center outputs a randomly, untraceably ordered 
set of unencrypted messages. That is, the encryptions used for the anonymous 
channel have been stripped off or decrypted. At a high level, the senders first 
post their encrypted messages, mixing center i processes each message posted by 
mixing center i - 1 {or the senders, when i = 1) and posts the results in permuted 
order. 
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A three-step procedure is followed by each mixing center i. The first step is 
posting decrypted results of each input message. The second step is mixing the 
results and posting them in permuted order. The third step is proving that the 
centers correctly executed the first and second steps. The Fiat-Shamir technique 
as discussed in an article entitled "How to Prove Yourself: Practical Solutions to 
identification and signature problems" in Advances in Cryptology - Crypto 4 86, 
Springer- Verlag, 1986, pp. 186 to 199, can be used to make the above proofs non- 
interactive. 



At the conclusion of the three step process or at a later time, any interested 
party can check the resulting proofs to confirm that the messages have all been 
handled correctly. With this method for achieving universal verifiability there is 
no need for adding redundancy to the messages. 

Also, the invention results in a method which reduces the amount of commu- 
nication and computation necessary to generate, transmit and check the proofs 
by combining multiple proofs into a single proof. 

The present invention will be best understood when the following description 
is read in conjunction with the accompanying drawing. 

Detailed Description of the Invention 

The anonymous message transfer scheme comprising the present invention will 
now be described with reference to Figures i and 2. In accordance with tire 
scheme, encrypted messages from senders 10(1), 10(2), 10(3). . -10(1) are succes- 
sively processed by the mixing centers 11(1), 11(2), 11(3). . .ll(n) until the last 
center provides as its output a randomly, untraceafcfly ordered set of unencrypted 
messages. Voters cast their ballot by means of a sender which comprises a com- 
puting means, preferably a personal computer but it may also be a workstation 
or the like. Similarly, each mixing center comprises a computing means, prefer- 
ably a personal computer, a workstation or the like. The senders first post their 
encrypted messages preferably on an electronic bulletin board or other publicly 
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available messaging means. Mixing center ll(i) processes each message posted by 
the previous mixing center U(i - 1) (or the senders 10, when i = I) and posts 
the results in permuted order until the last mixing center U(n) posts the result 
or tally of the voting. Having set forth an overview of the scheme, the detail of 
how a message m is initially encrypted by a sender and how a mixing center l.l(i) 
processes each message will now be described in detail. 

Initially, entities participating in the voting, i.e. the senders and the mixing 
centers, need to agree on using prime numbers p and q where the following rela- 
tionships exist for some integer k: 

p-kq+1. 

The value is a generator mod p and g is equal to 

k mo d p. 

Assume there are n mixing centers. Each mixing center 11(») generates a integer 
Xi e Z* and publishes x 

y t =g 1 mod p 

as its public key and keeps *< as its secret key. For the purpose of simplification, 
Wi will represent the product jf, +x y; +2 ■ • • y„ and to„ = 1. 

The message from a sender 10 is m. The sender generates a random number r 0 , 
and posts 

(Gj.M^-Cg mod p, (w 0 )°. m mod p) 

for use by mixing center 11(1). 

For ease of explanation, the three steps of decrypt, shuffle and prove of the cen- 
ters will be described in this order. However, implementation does not necessarily 
require the steps to be performed in this order. 
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In response to input ((?,♦, M t *), mixing center 11 i(i = l,--,n - 1) generates a 
random number r,- (independently for each message-pair) and calculates the fol- 
lowing values using the secret key X{1 



G w = G^ • g mod p 
0 1 

mo d p 



X i 

H^ + j — Gj mod p 



M W =M 1 ,w l /H H mod P 



! Wj • m mod p 



and pcrits {Hm) corresponding to (G tl M;). The value Af; +1 ) is posted, 

permuted with the other processed messages for use by mixing center 11 (i + I). 

The mixing center 1 1 (i) executes a prove-DECRYPT algorithm for inputs g, y { , ff (+l ). 
The description of the algorithm prove-DECRYPT is given in below. Execution of 
this algorithm proves that mixing center 11(a) generated correctly. Mixing 
center 1 1 (») then executes a prove-SHVFFLE algorithm, a description of which is 
given below. Execution of this algorithm proves that the mixing center shuffled 
honestly. 

Mixing center ll(n) recovers m from input ((?«% Af<) by computing: 

m=M /C 11 mod p 

DO * 

The mixing center ll(n) then executes the prove-DECRYPT algorithm for inputs 

{G n >9,y»M n /m). 
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The algorithms prove-DECRYPT and prove-SHUFFLE will now be described. The 
algorithms involve a prover and a verifier. The verifier may be a random beacon 
or an output of a suitable hash function, as is described below. 

In order to describe the algorithm prove-DECRYPT, the first phase of the pro- 
tocol is abstracted as follows. Given G, the first step comprises performing 
decryption in order to generate H = G x mod p. The proof comprises, given 
(G, = g* mod p, //), showing that H is generated in this manner from G, The 
algorithm is as follows: 

prove-DECRYPT 
1. The prover uniformly chooses r € Z p -i- 

Let y' - g r mo d P 
G' =G r mo d P. 

The prover sends (y',G'). 

2a. With probability 5, the verifier asks the prover to reveal r. The verifier checks 
that y f and G" are consistent with r. 

2b. With probability J, the verifier asks the prover to reveal r' = r - 2. The 
verifier checks that 

r ' 

y'=*g • y mod p and 
G' =H • G r ' mod p. 

end of algorithm 

In order to describe the algorithm prove-SHUFFLE, the second step is abstracted 
as follows. 
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Given constants y, to and 

A = 




the second step comprises generating r\ y r^, . . . and a permutation ?r and generating 
a set of pairs 

" (,) n,od p 




Here aj 1 * refers to G's and refers to Af///'s in the first step. The proof com- 
prises, given [A,B,g,v>), showing that B could be generated in this manner from 
A. The algorithm is as follows: 



prove-SHUFFLE 

1. The prover uniformly chooses t 6 random permutation A and 
a A(l) 'mod p 

C - ; 

a < 2 > '*(D 

w mod p 

The prover sends C. 

2a. With probability |, the verifier asks the prover to reveal A and t,\ The verifier 
checks that C is consistent with A,X,U in that way. 
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With probability |, the verifier asks the prover to reveal A' = Ao tt" 1 and 
K = ti - i*. The verifier checks that C can be generated from B in the 



End of algorithm 

Each execution of the algorithms prove-DECRYPTor prove-SHUFFLE finds a cheat- 
ing prover with probability 5. In order to raise this probability closer to I, inde- 
pendent executions are necessary. 

While these algorithms are given in terms of a verifier, a more efficient solution is 
to use the Fiat-Shamir method of eliminating interaction. First, the protocol is 
run many times (on the order of 40 or 60) in order to make the probability of with- 
standing all of the challenges exceedingly small. Then the verifier is replaced by a 
suitably "random looking" hash function which generates the challenges from the 
prover's posting in Step 1 of the algorithms prove-DECRYPT or prove-SHUFFLE. 
This heuristic of Fiat-Shamir method is described in an article entitled "How to 
Prove Yourself: Practical solutions to identification and signature problems" in 
Advances in Cryptology- Crypto '86, Springer- Verlag, 1986, pp. 186 to 199. This 
way the prover can send all the messages to the verifier in a single message. This 
message is posted for public access. 



following way: 
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The bulk of the computation and communication required to execute algorithm 
prove-DECRYPT for each of the messages from previous centers can reduced, By 
combining many of the proofs into a single proof, the centers can efficiently prove 
they decrpyted all of the inputs correctly. 

It is necessary to show that the following equation holds for each pair (G^, H®). 

~ (G *' ) mod p 

The above equations are reduced to the following single equation usiug randomly 
chosen coefficients c j: 

n (H (j) ) Cj - n <(G (j) ) Cj )*mod p 
i 

A center can execute the above protocol where 

G = MG^Y'* and H = n.-(# 



Advantage is made of the fact that if one or more of the original equations is 
wrong, then if the coefficients are chosen randomly, the final equation will also 
be wrong with high probability. These random coefficients must not be chosen 
by the prover, but should be provided by a verifier, beacon or as the output of a 
suitable hash function. 
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Similarly, as a variation of the above scheme, the following two round anonymous 
channel can be constructed. In the two round anonymous channel, each mixing 
center 11({), on inputs (<?,-, A/,) first shuffles the inputs to (G, - g ri mod p,Af; • 
w' 0 ' mod p) and passes the shuffled values in a random order to the next center. 
Each center executes the prove-SHUFFLE algorithm (with some constants fixed 
to this scheme) to prove the correctness of the information. When the shuffled 
messages are finally provided to the mixing center ll(n), mixing center ll(n) pub- 
lishes G n+1 and A/ n+l for each message. Then each mixing center ll(t) publishes 
#i = G? + i- The mixing center ll(i) executes the prove-DECRYPT algorithm with 
input (G n +i,0, Hi) to prove the correctness. The message m can be recovered by 

Awn*,-. 



In order to avoid vote-duplication attack, each sender may sign and encrypt the 
message to be posted. That is, the sender may sign the output of a message 
to be posted. By signing the output of a message constructor (described below) 
and then encrypting the message using the public key of the first center 11(1), a 
malicious sender cannot copy another sender's message, since the copied message 
would not have the correct signature. Moreover, the message is encrypted in a 
manner such that the message cannot be decrypted, nor can a different signature 
be affixed to the encrypted message. 

Alternatively, the first center may conceal all of the message from the senders 
until each sender has posted a note or message. 

In order to prevent the first center 11(1) and a malicious sender from conspiring, it 
is possible to use a conventional secure commitment scheme such as that discussed 
in an article by M. Naor, entitled "Bit commitment using pseudo-raudomness," 
in Advances in Cryptology - CRYPTO l 89, 1989, pp. 128 to 136. 

Having described a preferred method of practicing the present invention, pre- 
ferred embodiments useful for practicing the invention will now be described. 



-828- 



(27) 



4$M¥8-2 6 3 5 7 5 



Figure 1 schematically illustrates a preferred embodiment for practicing the in- 
vention. The senders 10(1), 10(2), 10(3),. . . 10(/) and mixing centers 11(1), 11(2), 
11(3). . .ll(n) use personal computers or workstations connected to a conventional 
electronic bulletin board 12. All parties (senders, verifiers, centers and the like) to 
the message transfer process interact by posting messages to and receiving mes- 
sages from the bulletin board. Senders can also serve as centers. The personal 
computers either contain software to perform the method described above or alter- 
natively contain in hardware or software embodiments of the elements described 
in Figure 2. 

Figure 2 illustrates how messages are anonymously transferred. Each message con- 
structor 14(1), 14(2), 14(3)... 14(/) of message sender 10(1), 10(2), 10(3). . .10(f) 
generates an encrypted message 16(1), 16(2), 16(3),. . .16(£), using constants 15 as 
described above. The encrypted messages 16 are posted to the electronic bulletin 
board 12. Then each mixing center ll(i) reads as its input, message 17(z - 1) 
from the bulletin board 12. (mixing center 11(1) reads the encrypted message 
16.) The mixing center then follows the sequence process decrypt 19, shuffle 20, 
prove- DECRYPT 21, prove-SHUFFLE 22 using its secret key 23(i) as described 
above. The processed messages and proofs 17(i) are posted to the electronic bul- 
letin board. (Mixing center ll(ra) posts decryted messages 18.) In the case of 
electronic voting, mixing center ll(n) will post a tally of the votes 

Figure 3 schematically illustrates a channel checker 24. The channel checker 24 
receives constants 15, encrypted messages 16, a set of processed messages and 
proofs 17(1), 17(2). . . and decrypted messages 18 and determines whether the 
message transfer was processed as specified above, thus indicating a valid or. in- 
valid channel. That is, the channel checker includes a verifier for the proofs given 
by the mixing centers. 

Figure 4 illustrates a message constructor 14. The message constructor 14 gen- 
erates encrypted message 16 for the message 25 using constants 15 as described 
above. 
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While there has been described and illustrated a preferred method and apparatus 
of secure anonymous message transfer and electronic voting, it wil] be apparent 
to those skilled in the art that variations and "modifications are possible without 
deviating from the broad teachings and spirit of the present invention which shall 
be limited solely by the scope of the claims appended hereto. 



4. Brief Description of Drawings 



Figure 1 is a schematic illustration of a preferred embodiment for practicing the 
present invention; 

Figure 2 is a schematic illustration of message flow; 

Figure 3 is a schematic illustration of a channel checker; and 

Figure 4 is a schematic illustration of a message constructor. 
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Fig. 2 
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Fig. 3 
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Fig. 4 
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1. Abstract 



A number-theoretic based algorithm provides for secure anonymous message trans- 
fer and electronic voting. A voter or sender may cast an encrypted vote or message 
that is processed through n centers in a manner which preveuts fraud and authen- 
ticates the votes. Any interested party can verify that each vote has been properly 
counted. The invention can be realized by current-generation personal computers 
with access to an electronic bulletin board. 



2. Representative Drawing 

FIG. 1 
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